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Financial Action Task Force (FATF):
Recent Developments
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Europe in focus

EU Regulation 2015/847: News at a glance
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> Forward all information

> Detect empty fields @

> Effective procedures to
detect missing details

> Effective risk-based
procedures for handling
incomplete payments

> Report banks that
~regularly fail to supply*
required information

> Consider Filing SAR
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Europe in focus

EU Regulation 2015/847

The Regulation (EC) No 2015/847 on information acco  mpanying transfers of funds lays down rules for pay ment
service providers to send information on both the p ayer and the payee throughout the payment chain. Thi s is done
for the purposes of prevention, investigation and d etection of money laundering and terrorist financin g. The
Regulation transposed Recommendation 16 (formerly S pecial Recommendation VII) of the Financial Action Task
Force (FATF) into EU law, repeals EU Regulation 178 1/2006, and applies from 26 June 2017.

Requirements for your outgoing payments General rule

> All your outgoing wire transfer messages must include the The Regulation requires all financial institutions in the
name and account number (or a unique reference number) of European Union to monitor incoming wire transfers
both the payer and the payee in field 50 and 59, respectively. for complete payer and required payee details. In

> Payments originating from outside the EU must contain payer’'s caset (t))f mcompltetg Eetalltshthe m(;gsmg m{srmatlon
address in addition to the full name and account number in field MUst be requested from the sending bank.

50 of the payment message (address may be replaced by a
unique identification number, or date and place of birth).

. . Useful links
> Please make sure to format your wire transfers in accordance o _ ™ £ Union L
with the current S.W.I.F.T. Standards in order to avoid Financial Action Task Force  The access to EuropeanUnion Law
http://www.fatf-gafi.org http://www.eur-lex.europa.eu

unnecessary queries.

Where a bank repeatedly fails to provide the required information on the payer and the payee, Commerzbank will be
obligated to report such a failure to responsible AML authority and take steps, such as issuing of warnings and setting of

deadlines, before either rejecting any future transfers of funds from that bank, or restricting or terminating its business
relationship with that bank.
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Secondary Sanctions: Even booking a flight can be risky!

MAHAN AIR (ak.a. MAHAN AIR CO ), No. 21, '
Mahan Air Tower, Azadegan Street, Jenah msﬁ;ﬁ:
Expressway, Beginning of Sheykh Fazlollah
Exp. Way, First of Karaj High Way, Tehran,
Tehran 14816557861, Iran: Mahan Air Tower,
21st Floor, Azadeghan Street, Kara] Highway,
P.O. Box 14515-411, Tehran, Tehran. lran;
Mahan Air Tower, Azadegan St Karg
Highway, P.O. Box 411-14515. Tehran, Tehran
1481655761, Iran: Additional Sanctions
Information - Subject to Secondary Sanctions

[SDGT] [IFSR].
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Secondary Sanctions — Still a risk

Pressemitteilung vom 24.03.2016:

Treasury Sanctions Supporters of Iran's
Ballistic Missile Program and Terrorism
Designated Mahan Air

COMMERZBANK

Counter Terrorism Designations; Non-proliferation Designations
324/2016

OFFICE OF FOREIGH ASSETS CONTROL
Specially Designated Nationals List Update

The following individuals have been added to OFAC's 5DN List:

ASHFIELD, Jeffrey John Jameg, Hayzelden Manor, Sizginghurst, Cranbrook, Kent TH1724, United
Kingdom; OB 11 Feb 1950, Additional Sanctions Information - Subject to Secondary Sanctions;
Paz=sport 307853124 (United Kingdom) {individual) [SDGT] [IFSH] (Linked To: MAHAN AIR).

MEADOWS, John Edward (a.k.a. MEADOWS, John), The Retreat, 5t. Mary's Lane, Bexhill on Sea,
United Kingdom; DOB 17 Dec 1958; Additional Sanctions Information - Subject to Secondary
Sanctions, Pagsport 095270130 (United Kingdom); alt. Passport 093032285 (United Kingdom)
(individual) [SDGT] [IFSR] (Linked To: AIRCRAFT, AVIONICS, PARTS & SUPPORT LTD. ).

Sanctions that apply to Mahan Air, the IRGC-QF, and any other person who remains designated in

connection with Iran’s support for terrorism or Iran’s proliferation of weapons of mass destruction and
their means of delivery fall outside the scope of the relief provided in the Joint Comprehensive Plan of

Action, and as such, were not lifted on Implementation Day.

In addition, secondary sanctions continue to apply to non-U.S. persons who knowingly facilitate

significant financial transactions with or provide material or certain other support to those Iranian or Iran-
related persons that remain or are placed on the SDN List.
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Sanctions remain dynamic
(selected countries)

> Partial lifting of sanctions by both EU and US; successful elections held

Myanmar
> Release of political prisoners leads to temporary lifting of financial sanctions
Belarus
> Increasing easing of sanctions as US and Cuban governments increase
Cuba diplomatic ties

_ _ > No solution to crisis in eastern Ukraine in sight. Sanctions remain unchanged.
Russia / Ukraine

_ > New financial sanctions imposed
Burundi
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Crimea Sanctions: OFAC Advisory on Circumvention

> E.O. 13685 prohibits virtually all direct and indir  ect transactions (including financial, trade, and o ther commercial
transactions) by U.S. persons or within the United States to or from Crimea

OFAC has identified evasive practices, in particular the omission or obfuscation of references to Crimea and locations within
Crimea in documentation underlying transactions

PAYMENTS TRADE FINANCE
> Repeatedly omitting originator or beneficiary address > References to Crimea have been obscured in trade
information from SWIFT messages involving individuals or transactions and associated agreements and
entities located in Crimea documentation
> Some SWIFT messages omit all originator or beneficiary > certain individuals and entities list Crimean counterparties
address information while other payment messages on financial and trade documents as being located in
contain only partial address information. Russia rather than in Ukraine.
What to do?
Screening / Monitoring Request Information Communicate ,‘
> Search Terms: Not just > from parties with previous > Training on US Sanctions for

000 YA P ::> “Crimea” violations / incomplete international partners
y—-N > Major cities and ports information > Discuss expectations
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My Dog, the Terrorist

Tassilo Amtage | MSB CTS+FI | Frankfurt/ 07.07.2016



Summary: DOs and DON‘Ts

© DO...

> ...make sure you are being fully transparent by
including all relevant information on your
transactions (especially SWIFT Messages) which
might be relevant for other banks involved!

> ...try to provide timely response to Requests for
Information (RFIs) received from your
correspondent banks regarding transaction sent by
your bank!

> ...consider international best practices when
creating and maintaining your compliance program!

> ...provide all Know Your Customer information
requested from correspondent banks!
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®@ DON'T...

> ...omit or delete any information that other banks

may need to fully assess their risks when handling
the transaction!

...ignore international sanctions simply because
they have not (yet) been fully implemented in your
jurisdiction!

...attempt to circumvent sanctions applicable to you
or other banks involved by modifying the information
contained in the transaction records!
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In theory, Compliance is very simple.

LEGAL
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In reality, most laws and regulations are not that straig

LEGAL ILLEGAL
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ht-forward.
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And not everybody has the same understanding of where to draw the
line.

LEGAL ILLEGAL
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It may also not be advisable to ,toe the line“ in all matte rs.

LEGAL ILLEGAL

-
S
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Which leads to your Compliance Policy.

LEGAL ILLEGAL

POLICY

—_— e e e e — - ==
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And lots of pleasant discussions with your colleagues.

r :
1 :
I
I I |
LEGAL | ILLEGAL
1
1
4 e
,How am | 1 O
going to 1 o1
explain this 1 &
to the I |
customer?” | I
! I ~Why aren‘t we
I doing XYZ? It's
perfectly legal!”
1
1
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Further Reading (Internet Links)

> Financial Action Task Force Statement of De-risking
http://www.fatf-gafi.org/publications/fatfrecommendations/documents/fatf-action-to-tackle-de-risking.html

> Bank for International Settlement
— Committee on Payments and Market Infrastructures (CPMI)

— Committe on Banking Supervision:
Sound Management of Risks Related to Money Laundering and Terrorist Financing

> OFAC (Office of Foreign Assets Control) Financial Sanctions Ressources

— Remarks of Secretary Lew on the Evolution of Sancti  ons and Lessons for the Future at the Carnegie Endo  wment for International Peace

> UK Office of Financial Sanctions Implementation (OFSI)

—  Financial Sanctions: Guidance
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Tassilo W. Amtage

Senior Regulatory Advisor

Phone: +49 69 136-4 58 84
Fax: +49 69 136-5 58 84
E-mail: tassilo.amtage@commerzbank.com
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Commercial address:
Kaiserstrasse 16
60311 Frankfurt/Main
www.commerzbank.de

Postal address:

60261 Frankfurt/Main

Phone: +49 69 136-20

E-mail: inffo@commerzbank.com
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